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Our Commitment to Data Protection

At CapExpert Company, we are fully committed to ensuring the security and protection of the
personal information that we process. We have a robust and effective data protection framework
in place that complies with existing law and abides by the data protection principles of the EU
General Data Protection Regulation (GDPR).

The Shared Responsibility Model with Google Cloud

Our application is built on Google Cloud Platform (GCP), a leader in cloud security and
compliance. Google Cloud maintains a comprehensive privacy and data protection program,
which includes compliance with GDPR. We leverage Google's secure infrastructure and have a
Data Processing Addendum (DPA) in place with Google, which includes the EU's Standard
Contractual Clauses (SCCs) for the lawful transfer of data.

Our GDPR Principles and How We Comply

e Lawfulness, Fairness, and Transparency: We are transparent about our data
processing activities, as detailed in our Privacy Policy. We ensure that all personal data
is processed on a lawful basis.

e Purpose Limitation: We only collect personal data for specified, explicit, and legitimate
purposes.

e Data Minimization: We ensure that the personal data we collect is adequate, relevant,
and limited to what is necessary for the intended purpose.

e Accuracy: We have processes in place to ensure that personal data is kept accurate
and up to date.

e Storage Limitation: We do not store personal data for longer than is necessary, in line
with our data retention policies.

e Integrity and Confidentiality (Security): We implement appropriate technical and
organizational measures to protect personal data. This includes encryption of data at
rest and in transit, access controls, and regular security assessments.

e Accountability: We have appointed a Data Protection Officer (DPQO) [or a data privacy
lead], maintain records of our processing activities, and conduct Data Protection Impact
Assessments (DPIAs) for high-risk processing activities.

Data Subject Rights



We are committed to upholding the rights of data subjects. We have procedures in place to
handle Data Subject Access Requests (DSARSs), including the right to access, rectify, erase,
restrict processing, and the right to data portability. Customers can submit a DSAR through
support@capexpert.io

International Data Transfers
As our infrastructure is on Google Cloud, we rely on Google's established and lawful data

transfer mechanisms, such as the EU Standard Contractual Clauses, to ensure that any transfer
of data outside of the European Economic Area (EEA) is done in compliance with GDPR.

Third-Party Sub-processors
We use a limited number of third-party sub-processors to provide our services. We conduct due

diligence on their security and privacy practices and have Data Processing Agreements in place
with each of them. A list of our sub-processors is available upon request.

Contact Information

If you have any questions about our GDPR compliance, please contact support@capexpert.io
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